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Data Backup Options, US-CERT, 2012

Recognizing and Avoiding Email Scams, US-CERT, 2008

Information Security Instructions for Personnel, MINISTRY OF FINANCE,2009
The Critical Security Controls for Effective Cyber Defense, COUNCIL ON CYBER
SECURITY,2013

Password Security, Protection, and Management, US-CERT, 2012

The Risk of Using Portable Devices, US-CERT, 2012

Technical Trends in Phishing Attacks, CERT Coordination Center,2005
www.us-cert.gov/Web browser/Securing Your Web Browser _ US-CERT.htm
The Importance of Security Awareness Training, SANS Institute InfoSec Reading
Room, 2008

. Today’s New Breed of Email-based Cyber Attacks-and What it Takes to Defend Against

Them, Fire Eye, 2012

Protecting Your Computer, CYBER SECURITY newsletter, 2011

Beyond Autorun: Exploiting vulnerabilities with removable storage, IBM X-Force
Advances R&B, 2011

The Stuxnet Worm and Options for Remediation, 2010

Removable Media Security for Healthcare Organizations, CREDANT, 2010

Data Leakage — Threats and Mitigation, SANS Institute, 2007
https://gosafeonline.sg/computer-security- %E2%80%93-installation-and-usage-devices-
and-software

http://windowssecrets.com/category/in-the-wild
http://www.net-security.org/malware_news.php?id=1407
http://www.fiercecio.com/topics/security-and-privacy
http://www.enigmasoftware.com/computer-security
http://www.microsoft.com/security/default.aspx
https://www.checkpoint.com/index.html
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8 Standard user l
users can use most software and change system settings that do not affect other users or

the security of the computer.

& Administrator
Administrators have complete access to the computer and can make any desired changes. Based on

notification settings, administrators may be asked to provide their password or canfirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password.

Why is & standard account recommended?
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Start g eo > Licsu o Services <)l (49,5 3)ls bV 90 50 wudles 5L 1,“Services” 1l -

13,5 oaslic I

IRl ol ol

y Service | Name ° ) l Description - Status Startup Type | Log OnAs
R %3 Remote Procedur... TheRPCSS.. Started  Automatic Network S...
Stars the service i‘.% Remote Procedur... InWindows.. Started  Automatic Network S...
% Remote Registry Enablesrem... Started  Automatic Local Service
Description: Routing and Rem... Offers routi... Disabled ' Local Syste...
Provides support for 3rd party £%RPC Endpoint Ma... ResolvesRP.. Started  Automatic NetworksS...
g?:::::iﬂ:‘g;‘:?:;' Intemnet Secondary togon  Enables star... Manual Local Syste...
Secure Socket Tun... Provides su... Manual Local Service
Security Accounts.. Thestartup.. Started  Automatic Local Syste...
Security Center The WSCSV... Started Autamatic (D... Local Service
Server Supports fil..,  Started Automatic Local Syste...
%5 Shell Hardware De... Providesno.. Stated  Automatic Local Syste...
%Smart Card Manages ac... Started Automatic Local Service
Smart Card Remo... Allows the s... Manual Local Syste...
&5 SNMP Frap Receives tra... Manual Local Service
&} Software Protection Enablesthe... Automatic (D... NetworkS...
£} SPP Notification S... ProvidesSo... Manual Local Service
@ESSDP Discovery Discavers n...  Started Manual Local Service
"Q‘,Stovage Service Enforces gr... Manual Local Syste...
& Superfetch Mainteirs a.., Started  Automatic Lacal Syste...
%% System Event Noti.. Monitorssy... Stated  Automatic Local Syste...

o)|53<>o)__5 uL;w‘ ‘)J_EJQ)H D9 ) (03 ools uu.»L.o.n Lsmej)_.uu_w‘J)' -y

139 9 Action>Properties
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; Start

‘; Stop

i Pause 7
Resume
estart on:

Tasks

4.8 (Win32)

:0u5les ol |, Stop Service statuse cuewd 3 g Disable Startup Type cwud I -Y

i_Name . h ... ;| Description - Status . Startup Type - LogOnAs -2
@%Adivex Instafler (.. Provides Us... Manual Local Syste...
%Adapﬁve Brightness Monitors a... Manual Local Service
@a’sAdobe Flash Playe... Thisservice... Manual Local Syste... |

% Application Experi..
Application Identity
3:& Application Infor...

&3, Application Layer ...
&3 Application Mana...
G4 ASP.NET State Ser...
d Intelli...

Y’ﬁﬁ Backg

Processes
Determines ...
Facilitates t...
Provides su...
Processes in...
Provides su...
Transfers fil...

% Base Filtering Eng...
% BCWipe service
% BitLocket Drive En...
% Block Leve! Backu...
Y A .

oo

The Base Fil...

BDESVC hos...
The WBENG...

oo

Started

Started
Started

Manual
Manual
Manual
Manual
Manual
Manual
Manual
Automatic
Automatic
Manual
Manual

Service name:  ApacheZ 4
Display name: Apache2 4
Description: ApachesZ.4.9 (Win32) -
(o
’ Path to executable:

"C:\fpache24'bin\hitpd exe™ 4 runservice

figurs { Automatic

from here.

gomatic: {Delaysd Start)

You can specify the start parameters that apply when you start the service

Sbarl parsmeteny,

Yy

Local Syste. f
Local Servicez
Local Syste... §
Local Service ,
Local Syste... «
Network S...

Local Syste...
Local Service*
Local Syste...
Local Syste... .
Local Syste... ¥

v e -
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el o0 00ls ioled ) yghenST o il g Jole i (giluyj9,40 Jolye aslol jo D58 O y90 Glojlu
Internet Explorer Jlw)jgy 4

295 Tools>Windows Update yews 8,15 9 9025 5L |, Internet Explorer

Mail an%:ws
Synchronize.

Addrass @] http:ffwww.goodle

Show Related Links

Internst Options...

- 35,4 |, IE ailg o install updates sl b a5 09 o palls ;5 (samie Windows Update Ll L
A Sl

Controt Panel Hom

Windows Update

Check for updates
; hange settings

\ew update history Download and install updates for your computer

1imp update is avaifabl 1limp pdate sel d, 257 MB
4 optional updates are available

estore hidden updates

Updates: frequently asked
uestions

. Install updates s

Most recent check for updates: Today at10:22 AM

Updates were installed: Today at 1:18 PM. View update histery
You receive updates: For Windows only.
{ Get updates for other Microsoft products. Find out more }

Seealso
Installed Updates
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Default Pragrams

Intemet Explorer > i o
 Help and Support:

Opers

Safar

ELD Opers

@ Safari

& The NeoSmart Files

L1 Windows DVD Maker
459 Windows Fax and Scen
€5 Windows Media Center
Windows Media Player
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- Control Panel Hol Windows Update

Check for updates

@ Download and install updates for your computer-

14 imporntant updates are 14 important updates selected,
available 3283MB - 1192.3 MB

37 optibnal updastes are available

Most recent check for updates:  Yesterday at11:20 PM’
Updates were installed: 7/19/2013 3t 2:41 PM, View update higtery
You receive updates: For Windows and other products from Mi ft Update

Find out roore about free software from Microsoft Update. Click here fos details.

Seealse

g cuad b gl 59,4 U odles ol |, install updates e -

5 Control Panel Hon
§

. -Che<k“for up;mes
“'Change settings k| E
Rrew update i s’:e!y b Download and install updates for your computer
< B §
Restore hidden updates ; 14 important updates are 14important updates selected,
oo i available 3783 MB- 11973 M8
iUpdates: frequently asked i B . i
questions: i 37 optional updates are available
. : Most recent check For updates:  Yesterday at 11:20 PM
s Updates were installed: 771972013 2t 2:41 PM, .
You receive updates: products from Microsoft Update
T
Find out more about free software fromy E
Seealso
" Installed Updates
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turn screen saver on or off (gaxis 3)lg 9 935 <ol 1) “screen saver” «gxivne Ceowd ;o -V

%{{ Personalization
o hzm & sereen saver

S0

Get more themes enline

Pawer Options
Choose a power plan
£dit power plon

&S«srtzh Windows Help and Suppodt for "sceen savee”

10usS s WAl sl 1y Slejy e g JLd 1) (ioled azbo Lablre (e -V

Soreen Saver

+Screen saver

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

wer seftings

Windows 7 Jole giowamw 30 (W71 51939 (55w Jled (Kig&ey Y- o
5 009—es b (Search) gzgans Lisw ,o |, Windows firewall & Le g05,5 5L 1, start (ggie -
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Peograms {1}
(B Windows Ferewsl] with Advanced Security .
Contrai Passet {3)

g Windows Firewalt I
Allow a program thieugh Windaws Firewad

¥ Check securty status

Files 2}
) Secuting Your\eb Brovaer  US-CERTM
Wy rszpp

5 Seemoce results

Roindows frewall

oniral Panel Home : . .
Contral fancltome . . Help protect your compute with Windows Firewall
i, ABow & program of E”“" Viindows Frewall can hiesp prevent fackers o Sous saftware b i e year
i Ahrough Vindons Firewall through the tnternet of 8 nctwork.
How does i Titonall Bet peatext sy senpetee
Vihat sze nebweck lecstians?

L Update your Frewall settings.
L AWinows Birenall i 0l Eh v ded - v
3 smingnnptﬂm‘)wmmm;mm @W

What are the ceceramendied dedtings?

. ﬁ;§ Home or wark {private) networks Mot Connected @E
. %3 Public networks Cannedted @

i
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Customize settings for each type of network
oy can modily the firewsli settings Tor-asch type of netweork location that you wse.
Wit sz metwarh lncations?
Homie or otk {pieate) network location settings -
@ gTumm*"ﬁndamgm@I
e T Bheck all incaming connectians, mchuding these inthe it of allowed progy

1 otity o when Windows Firewalt blocks 2 new program

% Tumoff Windoves Fireal {not fech
Public nebwork location settings -
§ T on Windows Firewsl]
[ <3l incervang connections, mttuding thesdin the o of stiowed programe
{57 Paotity e when Windows Firewall blocks 3 new progrsms
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sodnlin jgliiea |, netstat —anob ,giws g 925 5L |, command prompt Sstart” Ceewd 3=

0S5, S oo oolawl oyl 5l aST ol g e g [EXIPP)

RC:\Users' >netstat —anoh
fActive Connections

Proto Local fiddress Foreign Address State
i TCP 9.6.8.8:808 0.68.6.6:8 LISTEHNING
i [httpd.exel
TCP P.6.6.8:135 B LISTENING
i  RpcSs
I [suchost.exel
i TICP 8.8.8.8:445 LISTENING
I Can _not obtain ounership information
i TCP 0.6.0.8:5357 0.6.0.8:8 LISTENING
i Can not obtain ownership information
i TCP 0.6.0.0:84608 08.8.0.6:8 LISTEMING
i [java.exel
i ICP P.8.6.8:49152 0.8.0.8:8 LISTENING
[wininit.exel
TCP 8.6.0.8:49153 08.6.0.6:8 LISTEMING
eventlog
[suchost.exel
TCP 0.8.8.8:49154 38.6.6.8:8 LISTENING
Schedule

PID .services <. j g 0,5 |,> | “task manager” ALT+CTRLADEL slaas’ ;| oolil b =¥

.

0038 hBgie 1) ()] 5 00,8 DLl Sl 5 )90 g e

Mame f P15 ; Description Sratus . Group ;

StiSve 4460 WindowsI... Runn.. MN/A

WSearch 3504 WindowsS... Runn.. M/A
 PolicyAgent..... 28 ) NetworkSe,.. |

p— 27 Start Service T,; "

UIODetect '

OCS Invent...

YMUSBArbS. ..

NitroReade... . .

MetDriver ... 1996  MetDriver ... Runn.. MN/A

KNSP-C 1924 Keyhan Se... Runn. MN/A

WinDefend 1868 Windows D... Runn... Secswis
gfi_lanss1i... 1812 GFIlanGu... Runn.. N/A

eventlogan... 1740 ManageEm... Runm.. N/A

Apache2.4 1696  Apache2.4 Runn... NfA

MpsSvc 1540  \Windows Fi... Runn... LocalServic...

Processes: 79 CPU Usage: 1%  Physical Memony:45%

i
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38 oo ool gl 5l aS (650 0y90 g F-Y 0 b S jo 00l Ok Uogy sl eslaul b =Y
AusS g 3 |y

gl Slondas 3)b 51 &ye 9,5 S pgo L)

osnlie elaieay |, netstat —an ,gzws g 03,5 5L |, command prompt “start” Cwwd 5l -)
9uS 3,y e TCP/UDP (sl 5

C:\Users® - .>netstat —an

fictive Connections

State
LISTENING
LISTENIHNG
LISTEHING
LISTENING
LISTENING
LISTENING
LISTEHING
LISTENING
LISTENING
LISTENING
LISTEMING
LISTENING
i LISTENING
10.10.20.14:49294 . ESTABLISHED
127.6.0.1:3188068 . ESTABLISHED
127.6.6.1:326868 . .8: LISTEMNING
127.8.6.1:32688 .8. ESTABLISHED
127.8.8.1:33335 : LISTENING
127.68.6.1:33335 .B.1: ESTABLISHED
127.6.8.1:33335 . ESTABLISHED
12?2.8.6.1:49181 1= ESTABLISHED
127.8.0.1:49185 .1:33335 ESTABLISHED
127.8.68.1:49295 .1:4%229% ESTABLISHED
8. I 1:49296 -B.1:49295 ESTABLISHED
: LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

Proto Local Address
TGP =88

TCP
TCP
TCP

AoOEeARG®
RN
8@@@5@&@&&@%

GRACRAOROARC

@
e » s 3 0 3 3
SeEEEER®E

ek B
e

&

[uv)

)

0ol GO B
[ 12alds]
=~

v 6 5w ee 15 s 10 we 20 68 s se 1e [N

) (5D (5 = mm poy = 1o Py oy Py oy oy 1oy ek

®

oolazwl 9 S as Shge 0 2S5 oasline |, TCP/UDP slae g Cnnd Olgs o0 S5 oolas =)

10395 windows firewall 5)lg g 05,5 b |, “firewall” & ,Le “start” Coaud )3 WS oo

FoO
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Programs {1)
@ Windows Firewsall with Advanced Security
nel (4}

Windows Fieewallo

Control Pa

A8 vk Py R

& Al hroumt
O 8 Progrem rOUr dindows Firewall
& Check firewall status | Set firewall security options o help protect y

¥ Check security status | 2ndmaliciod Safte
Files (8)
FinaleKateebAltimus.ppt
9 chapterd (2).ppt
@ 4482ForLl.ppt
virut.pl
2 fw_config.pt
] chapterl4.ppt
& chapteri4 (2).ppt

57 see more results

0S ol 1) “Advanced setting” ¢ Ceows (950 31 -

CONTIoF Panet nome

Help protect your computer with Windows Firewall

“. Allow s program orfest
through Windows Fxre:ma’
i ‘Change notification settint

@ “Torf Windows Firewal on-of

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does » firawalt help protect my computer?

What are network locations?

off . - 1
e : 1
B Restoredefaults Update your Firewall settings
) Windows Firewall is not using the recommended " e
> settings to protect your computer, W ,,_J

Troublgshoot: my(r;e.’twérk

|
%

What are the recermmended settings?

- : R
H @ Home or work (private) networks Not Connected (&;ﬁl
! @ Public networks Connected (;@}

‘ Networks in public places such as airports or coffee shops

“Outbounded Rules sy 1, oo (ko J=lye ) :asS” oLl | “Inbound Rules” cor o (5950 51 )

(S ploxl 5 Haed 4 3

\i4
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5 Conn o s::unzy rutes @ Windows Frewallwith Advanced Secy provides network secury for Windows computers. & Import Palicy..

» % Monitoring B & Export Policy..
Overview Restore Default Policy
Domain Profile Diagnose/ Repair N
@ Windows Firewall is on. T View o » IR
©  inbound connections that do ot match a rule are blocked. 8 jevesn R

@ ‘Outbound connections that do not match a nile are allowed.

N o pmwﬁs. e
Private Profile Help
% Windows Frewal is off.
Public Profile is Active
& Windows Frewal s off.

Windows Firewal Propetties

Getting Started

Create connection security nules to specify how and when connections between computers are autherticated and
protected by using Intemet Protocol security {IPsec). i

Connection Security Rules

&5 Windows Firewall with Advanc

Name ;

% Connection Security Rules | @ Microsoft Office Outlo

» % Monitoring @ Microsoft OneNote N Filter by Profile

@ Microsoft OnelNote )
i @ ticrosoft SharePoint V W Filterby State
& Miicrosoft SharePoint Vi || ¥ Filter by Group
@Wisual Basic Command; View
@Vtsuaﬁ Basic Commandg‘ @ Refresh
BranchCache Content ¢ -
) BranchCache Hosted ( ‘ [g’ Export List...
¥ BranchCache Peer Disc; [ Help

08 SIS Next (g, g 09,5 Sl cosly Cams (95 511, port gan ;5 -

v
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Rule Type
Select the type of frewal nde to create.
@& Rule Typa *What type of nile would you tke to create?
@ Protorol and Pods .
@ Action € Program
@ Peofle Rule that controls connections for a program.
& Name © Port
Rule that controls connections for a TCP of UDP podt.
& Predefined:.
" [BranchCache - Contert Retdeval {Uses HTTP} -]
Rule that contro! ctions for a Windows exper '
. @ Gustom
Custom nile,
Leam more zhout nole types
RN

03,5 oLl 1, UDP L TCP (sloasy 35 51 (o ey auplys oo |, UDP L TCP &gy asuf 4 sy -¥
10,25 SUS Next (g9, p « Specific port Cuowd ;o &g 0 )les (48,5 8,l9 51 ms g

Protocol and Ports
Specify tha protocols and ports lo which this rule applies.

Stega:

;, MType N Does this rule applyto TCP or UDP?
i Profocol and Ports @ ICP
@ Action © uop
@ Profile
@ HName Does this rule apply to all lacs] pors or specific lacal pots?
;@_&l local ports
© Specific local pots: 13374 ‘
Example: 80, 443, 5000-5010

FA
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s |, Next g 00,5 bl |, Block the connection (gas 35 e =0

Action
Specify the action to be faken when 3 connection matches tha condtions specfied in the nde.

Steps:

@ Rule Type
@ Prolocol and Ports

. . - & Allow the connection

@ Acten This includ fions that ace protected with IPsec a3 wel as those are not.
& Prefile

‘What action shoudd be taken when a connection matches the specfied conditions?

& Nam ) Allow the connection if # is secure
# Name This inclixdes orly connections that have been autherticated by using IPsec. Connections
meydmwuﬂﬁusthW@lesaﬂdWhmmm
noda.

@ Block the connection

Leam more about actions

Domain gleasy ;5 Ol b 1) 048 Jlasl o] Gy el )18 g8l a5 slosgasms al> o ol jo -F
S yasie Public ¢ Private

£
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@ Rue Type

& Protocol and Ports
& Action

o Profie

@ Name

When does this ale apply?

Wn

dtoils rate doman,

Applies when a comput

[ private

s

HApplies vihen a

" [ Public

is

cled to & piivat

d to a puble network focation.

Aoples whena compud

Eeam meee zbout profilas
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ere glaip 9,5 Jod yo Jlg pld (i, S N F-Y an

‘0 oy windows firewall o ,lg g 00,5 ol |, “firewall” & Le “start” Coowd jo -
29 )99 =22 ) Phn J

Control Panel {4} -

L ALE

prcgra{ns {1) Cienn o e+ %y v
£F Windows Firewall with Advanced Security

oL

[t 1

Allow a program throu
Check firewall status

¥ Check security status |

| Windows Firewall
Set firewall security options to help protect y
dmalicioussoftware.

Files (8)
& :
mj FinaleKateebAltimus.ppt
B chapterd (2).ppt
4482Forl1.ppt
virut.pl
fwe_config.pt
i chapterld.ppt
2| chapterld (2].ppt

:ailes ol 1) “Advanced setting” .o Coows (5950 31 =Y

Lontrol vanet Home ™ iy
Allow a program ar feature. -

through Windows Firewall i through the Internet or a network.

&) Change notification settings

@1 Turn Windows Firewall on or.
off

What are network locations?

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

How does a firewall help protect my computer?

@ i Resforg defaults v Update your Firewall settings

E
—-— . settings to protect your computer.
Troubleshaot my network

What are the recommended settings?

Windows Firewall is not using the recommended

'Use recommended settings;s

H @) Home or work (private) networks

Not Connected l »

@ Public networks

Connected (@

Networks in public places such as airports or coffee shops

3,lge oyl s “Outbounded Rules” sl ) :0us8” sl 1) “Inbound Rules” cz coows (5950 | =V

(W ﬁl’.‘;‘ ly

(AR
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Windows Firewall with Advanced Security provides network security for Windows compiters.

2 Connection Security Rules

» %2 Monitoring @ Export Policy...
Overview Restore Default Policy
Domain Profile Diagnose / Repait
@‘ Windows Firewallis on. View »

G Inbound connections that do not match a nule are blocked.
i@ Outbound connections that do not match a rule are allowed.

Refresh

. Properties
Private Profile Help
8 Windows Firewall s off. ]
R =
Public Profile is Active

@ Windows Firewall is off.

Windows Firewall Propedies

Getting Started:

A PR h

P
Create connection security nules to specify how and when connections between computers are autherticated and
protected by using Intemet Protocol securtty {IPsec).

Connection Security Rules

0SS SIS “New Rule” (gg, p ccwsly Coons (5950 5l =F

P Windn@ﬁ Firewall with Advance

@ . : Kes“} Name

% Qutbound Rules s v i 50 s s ok B

E; Connection Security Rules || @ Microsoft Office Outlo| | & New Rule...

» % Monitoring @ Microsoft OneNote | Filter by Profile
@ Microsoft OneMote T Filter by S
@ Microsoft SharePoint ¥ titer by state
@ Microsoft SharePoint V. || W Filter by Group
| @ visual Basic Command View
@ visual Basic Command
@ Refresh

BranchCache Content -
BranchCache Hosted ’L§ Export List...
BranchCache Peer Disc il Help

10S SIS “Next” g, » g 09,5 bl |, “custom” (a5 s ~0

oy
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Rule Type
Select the type of firewall ule to create.

Protocol and Ports

Scope

&

@

@ Action
@ Profile
@

Name:

S_AS “Next” (g, yo 5 09,5 ol |, “Scop” e Caows (Sg50 3l c0as 00l

oY
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Program
Specify the full program path and executable name of the program that this nile matches.

.Steps:

@ Rule Type

@ Profile
@ Name

Lzam more about specifying programs

- Q.,»J L;b.; WS é)|5 ‘) ‘:470.«.0 99 ’o|) ip dLau.o)oT 9 ulm ip Gl.:ou.a)o‘ "\'3"‘9"(5‘ ol Q,»J a =Y
;08 ol 1) “These ip address” (gas 35 ol o3V jglaie

Of
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Scope
Specify the local and remote 1P addresses to which this nle applies.

Rule Type
Program

Protocolv and Ports

Scope
Action
Profile

Name

Edi...

i Remove | -

oS ol add s 0 ip oy oS aslal sl

[ATA
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Steps:

Rule Type

Program : Which local IP addresses does this e apply to?
Protocol and Ports . © AyIP address

Scope 4 _ @ These IP addresses:

Action
Profile

Name

& ¢ € %@ G 6

- Customize the interface types to which this rule applies:
Which remcte IP addresses does this nule apply to?
Any IP address
@ These IP addresses:

Leam more about specifying scope

L b ol |, sasis ip ouls oo “This IP address or subnet” Sl b ouds oold ioled (gamin jo -1

Wy |y OK s 9 9iS jaeien dp sl ,ol sl 1y slosl “This IP address range” ax 35 ol

BT

s B

i i

Bamples: 152.168.0.12
152.168.1.0/24
2002:9d3b:1a31;4:208 74if fe39:6c43
2002:9d3b:1a31:4:208: 74if fe35:0/112

o [ ]

@ Predefined set of computers:

[Default gateway w }

Leam more about gpecifvirng |P addresses

e e

oF
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Action

Steps:

Rule Type
Program

Protocol and Ports
Scope

Action

Profile

% 6 6 % 6 & @

Name

Steps:

Rule Type
Program

Protocol and Ports
Scope

Action

Profile

Name

& & & & & ¢ @&

oS ol 1) “allow connection” oous osls yiuled (gamio )0

Specify the action to be taken when a connection matches the conditions specified in the nle.

What action should be taken when a connection matches the specified conditions?

I@ Allow the connection !
is includes connections that are protected with 1Psec as well as those are not.

@ Allow the connection if it is secure

This includes only connections that have been authenticated by using 1Psec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

Rule node.
Customize... i

Block the connection

0 olsl 1, finish g 00,8 Cay a3 5T (gl (ool NEXE” Ll b uaas

oy

-\
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On-Screen Keyboard ;! eolaw! :7-0 ooy

3,5 ooliiwl cewl 0uls gy 55 anlsl 4o 45" Screen Keyboard

I, On-Screen Keyboard . start>All program> Accessories>Ease of Access o 3l -)

DS olsesl
&1 Paint -
% Remote Desktop Connection
{3 Run

@ Snipping Tool
t, Sound Recorder
& Sticky Notes
@ Sync Center
iz Windows Explorer
WordPad
fﬁ Ease of Access
@) Ease of Access Center
@] Magnifier
S Narrator

[ == 0On-ScreenKeyboardi inie i
@ Windows Speech Recognition
LE,} System Tools
i1} Tablet PC
;}}; Windows PowerShell
iﬁ Babylon -

4  Back

I |Segrch programs and files })J

5oolatwl b e oo a5 0gd 0 00ls (i iuled axibo (59, 2 p) ©jge Q& 6l WS aan -V

..))S 0)|9 U]&'JL") 6)J)lslol.)9 By o thwy

##% On-Screen Keyboard

TR G

OA
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1,5 59 50 (Gl Y O Canol G381 ey (SFlolgdudion 1 V-0 oy

IE ;5950
S 5L L IE S 5950 )

0dS High Jlade Gl 5l e « 00,8 bl | Internet a38 55 K& Gllae Security isw ) -¥
1953 1) Apply

04




Select 3 zone to view or change sequrity settings.

Internet ooalintronet  Yrusted sites  Restriched

v

e

s

Sacusity level foe this 2ome -

Alowed fevels foe s zone: Medum to Hoh

4} MHigh ]
- Appropriste foe wabsites thas might have harmil
i -~ Masren safegriarde
i ~Less serre foatres orc disabied

[FiEnahls Prodected Mode (fecuires restacting Internat Exdores)

TInternet
Thue poee i foe Internal websiter,
except thase ksted bn tnssted and
resiricied 2oses.,

Cus foudt fevel:

. Prompt -
ActiveX controls and plug-ins
[§; Mlow ActiveX Filtering
Disable i
& Enable

. *Takes effect after you restart your computer

-Reset custom settings~- - o

S

€% Disable
& Enable
@ Allows Soriptiets
& Disable
&% Enable
2% Prompt
{i Automatic prompting for ActiveX controls
& Disable
N % Enable

G

inary, 2o srvint hah

Resetto: [iediumtigh (defoul

08 ol |, High lage Privacy isy ,o Jb- -0

G
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Select a setting foe the Internat zone,
e High
- - Bladks all cooldes from websites that do nothave a

compact privacy polcy
-~ Blocks cookies that save information thatcanbe used to
contaet you without your explicit corsant

i fLocation g

q f{}N&'v‘Cf Mv@b@iwshﬁmﬂm
phiysical lacation

Pepup: Blogker

{4} 1um on Pop-up Elodrer

InPrivate

Diseble fookbirs and exténsions when IrPrivate Browsing starls

:0.3S Jd .2 |, Third-Party browser extensions ax 35 Advanced jido ;o e -7
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i) Disable soipt debupging (Other):

7] Display a notification about every saipt error

¥} tisplay Accelerator butkor on sze!ech’m"‘

% Enahle sutamatic arach reco:

m Enab%eFI'PfaBerm (outside of mtmtﬂe:kxer)

%f_? Hotfy when downioads complete
{:B Show fraendivl-l‘l‘“‘?mm messages

Resed Internet Explorer setings i
Resets Internet Explorer's setbings to their default ¢

3

Yo should ardy uie thisif your browser s B an unusoble stole,

Play sounds in 4535 JL’.é 9 ol |, Always show encoded address a5 ax al>,e o -V
9S ol 1) OK wllS” g 00gei Jled ,ue |, webpages

Y




& Multimedia

E?} Sendmchrnmsfwmn-m&anttmLs
[#] Send URL path as UTF-8
Send LF-3 query strings for Infranet URLs
Send UTF-8 query strings for nondntranet Ufis
Show Notification bar for encodad addresses

(7] Enable alternative codecs 3 HTMLS mediz elements™
ﬂ Eraabte sutomatic ma-;:ctesxmg

W&eﬁma.mmsw -

Restore advanced settings:

R T

Reset Internet Explover settings

Resets Internet Explrer's sattings to thetr dafault

coexdition.

You shoud only wes thisif your browser i in an unusable state,

Y
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Mozilla Firefox ,5,9 0

4S5L |, Firefox )5 )9 50 -\

208 sl |, Options (6501 ¢y 5 JSi illas b g 08,5 il 1, Options 4z 35 Tools (ggee 51 -Y

MeaWinden  NewPiivste Save Page
Fnt
= -
Peist Hsteny Fudl Sepeen

Q| O ,
Find Optians dd-pos

o 5 oy 40 olgen b aS” bl ;) Always ask me where to save file 4 ;5 General oo o -¥

209 sy (5o 3 K6 850 j0 «ledll

7Y
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Cantmt Aﬁxﬁcabons Pm-acy Secunity Sym Advanced

When Firefox stantss : Show

fnd

Bretn

Eas e

‘Downloads
© @ Sawefilesto B Deskiop ‘ H Begwsen. |

18 Blways gsk me where to seve files

T

Privacy  Senwity  Syne  Advanoed

Spplicationg

Fonts & Ciobass

Defaultfont: | Times New Boman -~

'

Langxxafgm e Sy 6 b e e
Chagseyeur prafeied Banguage for displaying pages

F—

:0.25” bl |, Use custom settings for history as 35 Privacy sz ;o

0
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General  Tebe  Condent  Agpliestions |

“Tracking - - - . e e e s .
£ Telisites thatT do petwant to betrecked

1) TellsitesthatTwant to e tracked

| 4 D nottell sites anything abeut my tracking prefarences ;

© Learns More

‘.Wﬁ{mmm v e v B W LA A AW e VARV AW AR W 3w B v
Firefex gl

| Rer history: 4T

ember histoay
bl krabier bistas

Accept third-party (sl «woges Jld,.e |, Remember search and form history ayS e 9

10,25 ol 1, I close FireFox a5 Keep until sl 9 Never ax 35 cookies

Genersl

i

Coufem Applications

Taks ecurity  Syne

Tracking

i Tell sites that I do pot want to be tracked

: i@ Tell siges that Twank to be tracked

@ Dyg aot el sites anything about my tracking preferences

U Lesrn Mose

.~ Higtory

Firefox well: I‘,Us{v:us,wm”satﬁt}gsja( histol
e

Abways use private browsing mede
[} Rernemper my browsing and dewnload history

| Remember search and farm history |

[ Accept cookies from sites

Agcept third-party cogkies: |
Keep until:

Cleat history when Fivefox closes

" Location Bar

| When wsing the location bar, suggest

44
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adl ooy Blod sl ) wlegdass Security jisu o -7

H B

General Tabs Content Pitvacy

Waan roe ebren sites toy to install add-eng

Bloek neposted Mtack sites
| |4 Block reported web foageries

Pagswoeds

| . 1] Bemernber pesmwords for sites

] Lise a raster password

Suved Pastwaresa.:
R o o F R

b yo Slewlass g Java g5lwJled ud Sulas (6,50 suiel Olenlass Firefox epad gloasens o -V
3 (J9 09 0 Aoy (copid (sbraseus I oslatl ax ST.0gl Jleel Cunl @Y 50 JavaScript 4
g Jloel aSls Jgtuus Jrwgi Slodass ol (Sl soliinl &5

Y
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Join the How-To Geek Clubl! (It’s Free)

* Get exclusive articles before everybody else
¢ Get downioadabie ebooks for free!
s Get geeky trivia, fun facts, and much more.

Enter Your Email Here to Get Access for Free:

Enger your

Sa,lbscrlbe i:-c:: -mmr news-iettexr
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private tab jl colaiw! \V-0 o
moudled 5l e, aSyl e |y g e g 0 ol abowg @ a5 ol oals ools SIBIELL jo Sy cpl
~JRb e ez B B 0 S sales SaS (Fhy (nl S DB 525 )18 latulucy g, 2 Lk slo
Sl oiles U e SLalS g 6,8 ol o 56 dlnpd 50 oad s sloesls wi it g glo

e plosil |y 5 Jolie Sy ol ) ool

1008 Ol ol ool o0ld Lis ;40 &S ekailes |y InPrivate Browsing safety cooud 51 -)

t be displayed %

- Print
* File

Delete browsing hisf Cel+Shift+Del | Safety

. InPrivate Browsing . CirbiShift: P Add site to Start menu
" Turn on Tracking Protection View downloads Gl

Turn off Do Not Track requests
- ActiveX Filtering
Webpage privacy policy...

: Mahage add-ons

F12 Dé;eeiopez TFools

‘ " Go to pinned sites

 Chieck this website - Compatibility View settings

: Turn on SmartScreen Filter... . Report website problems

Brmncd vemeala cosnbr e

20505 )18 Jbwyol LS jo sy S & jga 2L InPrivate <o ol 5 cpl e -

100y & aboutinprivate

Edit View/ Favorites Tools Help

|

File

InPrivate is turned on

When InPrivate Browsing is turned on, you will see this indicator

. sboutInPrivate » &




S Gl JBloas els slo Sal, b o lis]

SmartScreen Filter 539 s jludled 1 1Y-0 ooy
deplgr oS Lot 4 Sid slocolucy olulils ;o o)ls 9929 [E o a5 SmartSceern Filter S5
25 e cal 03Y (g ol siladlad Gl S (o0 2T sl a)li8las cead g o5kl 5l izren 05

st b

:0uS” ol |y Turn on SmartScreen Filter Safety I -3

vtbe displayed * |

© Print

»
“File ’
' »
 Delete browsirig history... Ctel+Shift+Del >
: InPrivate Browsing : Clef+Shift+P . Add site to Start menu
" Tumen Tracking Protection " View downloads Ctrl+)
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